@CYFLARE

The threat stops here.

Use Case Description Common CyFlare Response Actions Typical Integrations

Firewall Policy Update
Integration to make routine changes, such as adding an IP address to a
blacklist or querying the whitelist

Automated System Notification

Sends critical security alerts directly to communication channels,
enabling faster response times and direct access to our ticketing system
for streamlined incident resolution.

Disable/Enable User Account

This response action is invoked when there is a high probability the
account or device has been compromised. To safeguard against account
takeover and additional compromise, a user account can be disabled
until properly investigated

Email Integration
Integrate to recall confirmed or potential phishing emails from mailboxes
to minimize the risk of interacting with malicious URLs

Scan/Remediate/Rollback Endpoint

Step two after isolation. Scan action will be part of the next steps after
isolating the endpoint. Remediate and rollback will be done after
contacting the customer and confirming the threat

Isolate/Unisolate Endpoint
EDR integration to take response action on the endpointin the event of a
confirmed or likely threat

Write blacklist
Read the blacklist (to see if already been added)
Update geo-blocking from CKB (potential)

Critical Escalations to Slack/Teams/SMS/Etc.
Curate Custom Notifications on Detections
(Volume, Severity, Timeframe, Etc..)

Be Informed Instantly when Automation
Response Occurs

Enable User Account
Lock User Account (permanently or for X amount
of time)

Quarantine email from mailbox(es)

Initiate AV scan
Remediate (clean) threats
Rollback machine

Shut down the machine
Isolate from network
Connect to the network
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