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CMMC compliance
for MSPs and
their clients
A control-by-control reference to how Cyflare maps to CMMC Level 1

and Level 2, verified by an independent C3PAO assessment.

110/110 Level 2 score C3PAO-verified CMMC Level 2

Independent audit passed 80+ MSP partners 1,500+ partner-led accounts
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THE COMPLIANCE LANDSCAPE

CMMC is no longer optional

The Cybersecurity Maturity Model Certification (CMMC) 2.0 framework is now enforced. Any
organization that handles Controlled Unclassified Information (CUI) for the Department of Defense must

demonstrate compliance, verified by a third-party assessor at Level 2.

That means self-attestation is over. Contractors need documented, auditable evidence that their security

controls are in place and working. Without it, they can't win DoD contracts.

300,000+
DIB contractors must
achieve CMMC

compliance to keep
DoD contracts

$4.44M

average cost of a data
breach, the floor

being protected

80,000+
organizations
currently sitting in the

CMMC certification
backlog

Level 2

applies to contractors
handling CUI, the

most common
requirement

There are roughly 75 certified C3PAO assessors in the entire US working through that queue. The
backlog isn't a future problem, it's the reason “wait and see” doesn't work as a strategy right now.

WHAT 'S AT  STAKE

Clients who cannot demonstrate CMMC

compliance risk losing existing DoD contracts

at renewal, being excluded from new

solicitations, and, in cases of knowing

misrepresentation, facing False Claims Act

liability. The window to prepare is now, not at

the next renewal.

LEVEL 2  REQU IRES

110 security practices aligned to NIST SP

800-171

A third-party (C3PAO) assessment for most
contracts

Documented Plans of Action and Milestones

(POA&Ms) for any gaps

Affirmation by a senior company official that
requirements are met



WHY  CYFLARE

Verified coverage, not a vendor claim

Cyflare achieved a 110/110 CMMC Level 2 score, C3PAO-verified. A third-party assessor reviewed every
one of the 110 practices and confirmed them in place. This mapping is the same one Cyflare used in its

own assessment, the evidence trail is already built, not promised.

110/110
LEVEL 2  SCORE

INDEPENDENTLY  ASSESSED

A C3PAO reviewed all 110 Level 2 practices against real

evidence, the same standard your assessor applies. When

Cyflare says a control is covered, there is a documented,

auditable trail behind it. For partners, that verified coverage

becomes a service you can stand behind, not just resell.



CYFLARE 'S CMMC COVERAGE

Where Cyflare's platform and SOC
address the hardest evidence gaps

Cyflare's platform and SOC directly address the four areas where most organizations have the hardest
time producing evidence for a C3PAO assessor.

Detect & respond

24/7 SOC with 8.3-minute MTTR on critical cases.
Covers incident detection, log monitoring, remote
access anomalies, and privilege escalation.

IR AU AC

Vulnerability & risk

Continuous vulnerability scanning, configuration
baselining, and remediation tracking through
Vulnerability Scanning Services. Clients
get a running record of risks and how they

were addressed.

RA MA

Audit & logging

Centralized SIEM with up to 12 months of log
retention. Role-based access on audit data.
Pre-built compliance reports. Covers the AU

family completely.

AU

Identity & access

Monitors login anomalies, failed authentication,
privileged account activity, and remote access.
Geo-impossible alerts and dynamic block

lists included.

AC IA

8.3 min

MTTR on critical
cases

<1%
false positive rate
(0.5% YTD)

670+
active detection
playbooks

400+
technology
integrations

110/110
CMMC Level 2 score

Mean Time to Respond (MTTR) and false positive rate from internal Cyflare data, YTD 2026.



CONTROL MAPPING REFERENCE

CMMC Level 1 and Level 2, control by control

This table maps each CMMC control family to the specific way Cyflare's platform and SOC support it.
Use it to document your coverage narrative during assessment prep, or share it directly with your client's

compliance team.

L1 Foundational · 17 practices L2 Advanced · 110 practices, C3PAO assessment required

CONTROL

GROUP
CMMC  CONTROL LEVEL HOW  CYFLARE  HELPS

Access

Control

AC.L1-3.1.1 Limit system access to

authorized users, processes, or

devices.

AC.L1-3.1.2 Limit access to the

transactions and functions authorized

users may execute.

L1 Cyflare can detect, alert, and provide

remediation steps if it identifies any

unauthorized, suspicious, or anomalous

login activity to your systems.

AC.L1-3.1.20 Verify and control/limit

connections to and use of external

systems.

L1 Cyflare helps detect anomalies in

connections to external systems with

behavior analytics and customizable

alerting rules and queries.

AC.L2-3.1.5 Employ least privilege,

including for security functions and

privileged accounts.

L2 Cyflare provides role-based administration

to limit user access to its platform. It also

monitors and alerts on privileged access,

login anomalies (password spraying), and

remote access risks including RDP and

SMB.

AC.L2-3.1.6 Use non-privileged

accounts or roles when accessing non-

security functions.

L2 Role-based administration and separation

of log data within the cloud-delivered

service reduce the risk of malevolent

activity without collusion, and let you

monitor, alert, and respond to non-

privileged users executing privileged

functions.



CONTROL

GROUP
CMMC  CONTROL LEVEL HOW  CYFLARE  HELPS

AC.L2-3.1.8 Limit unsuccessful log-

on attempts.

AC.L2-3.1.12 Monitor and control

remote access sessions.

AC.L2-3.1.4 Separate duties to

reduce risk of malevolent activity

without collusion.

AC.L2-3.1.7 Prevent non-privileged

users from executing privileged

functions; log execution.

AC.L2-3.1.13 Use cryptographic

mechanisms to protect remote access

sessions.

AC.L2-3.1.15 Authorize remote

execution of privileged commands and

access to security-relevant information.

L2 Cyflare monitors and alerts on remote

access, including risky connections such

as RDP and SMB, and helps monitor

remote execution of privileged commands.

Dynamic block lists prevent known threats

from gaining access, and geo-impossible

alerts during two-factor authentication are

supported.

Audit &

Accountability

AU.L2-3.3.1 Create and retain audit

logs to enable monitoring, analysis, and

investigation of unauthorized activity.

AU.L2-3.3.2 Ensure user actions can

be uniquely traced to those users.

L2 Cyflare's centralized logging tracks user

activity uniquely back to specific users.

The cloud SIEM retains logs for up to 12

months, and search and reporting give

deep log visibility, including operational

metrics and sensor diagnostics.

AU.L2-3.3.3 Review and update

logged events.

AU.L2-3.3.4 Alert on audit logging

process failure.

AU.L2-3.3.7 Synchronize internal

clocks with an authoritative source.

AU.L2-3.3.8 Protect audit information

from unauthorized access, modification,

and deletion.

AU.L2-3.3.9 Limit management of

audit logging to privileged users.

L2 Cyflare's platform separates logging and

audit tools from environments to prevent

unauthorized access or modification. Role-

based administration limits management of

audit logging to privileged users.



CONTROL

GROUP
CMMC  CONTROL LEVEL HOW  CYFLARE  HELPS

AU.L2-3.3.5 Correlate audit review,

analysis, and reporting for investigation

and response.

AU.L2-3.3.6 Provide audit record

reduction and report generation for on-

demand analysis.

L2 The platform correlates audit records to

indications of unauthorized access, then

provides data and prioritized alerts. Pre-

built reports support on-demand

compliance reporting, and the threat

detection library automates action across

broad audit activity.

Configuration

Management

CM.L2-3.4.1 Maintain baseline

configurations and inventories of

systems.

CM.L2-3.4.6 Employ least

functionality; provide only essential

capabilities.

CM.L2-3.4.2 Establish and enforce

security configuration settings.

CM.L2-3.4.3 Track, review, approve or

disapprove, and log system changes.

CM.L2-3.4.7 Restrict or disable

nonessential programs, ports, protocols,

and services.

L2 With Cyflare's logging and correlation,

organizations can inventory their security

systems. Cyflare monitors for new

accounts, privilege changes, and

escalations, identifies risky access

through public RDP and SMB, logs

changes to systems, and alerts on

insecure port usage.

Identification

&

Authentication

IA.L1-3.5.1 Identify system users,

processes acting on behalf of users, or

devices.

L1 Cyflare's service collects audit logs that

can be used to identify users or processes

acting on behalf of users across your

environment.

Incident

Response

IR.L2-3.6.1 Establish incident

handling: preparation, detection,

analysis, containment, recovery.

IR.L2-3.6.2 Track, document, and

report incidents to designated officials.

IR.L2-3.6.3 Test the organizational

incident response capability.

L2 Cyflare has assisted organizations with

purple-teaming for password spraying,

lateral movement, and malicious code

execution, and can test customer

deployments to ensure they detect and

respond to incidents effectively.

Maintenance MA.L2-3.7.1 Perform maintenance on

organizational systems.

L2 Cyflare's Vulnerability Scanning Services

provide vulnerability analysis and

remediation tracking.



CONTROL

GROUP
CMMC  CONTROL LEVEL HOW  CYFLARE  HELPS

Risk

Assessment

RA.L2-3.11.1 Periodically assess risk

to operations, assets, and individuals.

RA.L2-3.11.2 Scan for vulnerabilities

periodically and when new ones are

identified.

RA.L2-3.11.3 Remediate

vulnerabilities in accordance with risk

assessments.

L2 Vulnerability Scanning Services performs

vulnerability scanning and analysis on

client systems, with sensitive data

discovery and configuration baselining to

inform remediations. Runbooks cover

common incidents including password

spraying and privilege escalation.

Security

Assessment

CA.L2-3.12.1 Periodically assess

security controls in organizational

systems.

CA.L2-3.12.3 Monitor security

controls on an ongoing basis.

L2 Organizations can periodically assess risk

using Cyflare's search and reporting to

generate compliance reports and identify

gaps. The platform also guides

organizations on system and security

architecture.

System &

Comms

Protection

SC.L2-3.13.3 Separate user

functionality from system management

functionality.

SC.L2-3.13.4 Prevent unauthorized

information transfer via shared system

resources.

L2 Cyflare's reporting provides real-time

alerts with predefined security playbooks

that guide customers to correct

information system flaws. The platform

also subscribes to threat feeds to inform

intrusion detection on an ongoing basis.

System &

Information

Integrity

SI.L1-3.14.1 Identify, report, and

correct information and system flaws in

a timely manner.

L1 Cyflare's automated detection and

response help organizations monitor

systems and inbound/outbound traffic for

indicators of potential attacks, including

unauthorized access and use of systems.

SI.L2-3.14.3 Monitor security alerts

and advisories and take action in

response.

SI.L2-3.14.6 Monitor systems to

detect attacks and indicators of

potential attacks.

SI.L2-3.14.7 Identify unauthorized

use of organizational systems.

L2 Cyflare continuously monitors systems

and communications traffic to detect

attacks and indicators of compromise.

Automated playbooks enable rapid

response to security alerts and

unauthorized access attempts.

This mapping is provided for reference. Organizations should validate control coverage with their C3PAO during formal
CMMC assessment.



CMMC readiness checklist

Use this checklist to assess where a client stands before beginning formal CMMC preparation. A "No" or
"Partial" on any question is a gap that needs to be addressed, and documented, before a C3PAO

assessment can proceed.

MSPs: use this in discovery conversations with clients.

# READINESS  QUESTION RESPONSE

1
Do you have centralized logging in place that captures all user
activity?
CMMC AU controls require audit logs traceable to individual users, retained
for at least 90 days.

Yes No Partial

2 Can you produce audit logs covering the past 12 months on
request?
C3PAO assessors commonly ask for log samples during evidence review.

Yes No Partial

3
Do you have a documented incident response plan that has been
tested?
IR controls require both a written plan and evidence of tabletop or purple-
team exercises.

Yes No Partial

4
Are all remote access sessions monitored and logged?
This covers RDP, VPN, and any other remote administration tools in your
environment.

Yes No Partial

5 Do you have role-based access controls in place and
documented?
AC controls require you to limit access to the minimum necessary for each
role.

Yes No Partial

6 Are privileged account activities separated and audited?
Least privilege requirements apply to admin and service accounts
specifically.

Yes No Partial

7
Do you have a vulnerability scanning program that runs at least
quarterly?
RA controls require periodic scanning and documented remediation
tracking.

Yes No Partial

8
Are identified vulnerabilities remediated per a documented risk
ranking?
Evidence of remediation timelines will be requested during assessment.

Yes No Partial

9 Can you demonstrate monitoring of inbound and outbound
network traffic?
SI controls require continuous monitoring, not just perimeter firewall logs.

Yes No Partial



# READINESS  QUESTION RESPONSE

10
Do you have a configuration baseline documented for each
system type?
CM controls require that deviations from baseline trigger an alert and
documented response.

Yes No Partial

11
Are failed login attempts monitored and alerted after a defined
threshold?
AC.L2-3.1.8 requires limiting unsuccessful logon attempts; evidence of the
threshold is required.

Yes No Partial

12
Do you have a written System Security Plan (SSP) that reflects
your current environment?
The SSP is the foundational document for any C3PAO assessment. Without
it, the assessment cannot proceed.

Yes No Partial

13 Have you identified all locations where CUI is stored, processed,
or transmitted?
Scoping your CUI boundary correctly determines which systems are in
scope for the assessment.

Yes No Partial

14 Is your security monitoring provider able to provide assessment-
ready reporting?
Ask your MSP if they can export compliance reports mapped to CMMC
control families.

Yes No Partial

15
Do you have a third-party retainer in place for breach response if
an incident occurs?
Cyflare includes a $0 breach response retainer with The Beckage Firm and a
$500K service warranty through Cysurance.

Yes No Partial

SCORING GU IDE

13–15 Yes

Strong foundation. Focus on

documentation gaps and

evidence packaging.

8–12 Yes

Moderate gaps. Prioritize

logging, incident response, and

vulnerability management.

0–7 Yes

Significant gaps. A managed

security service with CMMC-

mapped coverage is likely the

fastest path to compliance.



NEXT  STEPS

Ready to see how Cyflare maps
to your compliance needs?

You've got the control mapping. You've got the checklist. The next step is a working session with
a Cyflare partner manager to walk through the coverage in detail and what it takes to get a client

through assessment.

1

Book a working session

A 45-minute session with a

Cyflare partner manager.
Bring your client roster

and any contracts with
CMMC language.

2

Run the checklist

Use the readiness checklist in

this guide to scope gaps. Share
this document with your

client's compliance lead.

3

Get ahead of the backlog

With roughly 75 C3PAO

assessors working through
80,000+ pending

organizations, the earlier a
client starts, the earlier they're

in line.

Sources: IBM Cost of a Data Breach 2025 (stationx.net); CMMC 2.0 requirements per 32 CFR Part 170; Cyflare internal operational data
YTD 2026 (MTTR, false positive rate). 300,000 DIB contractor figure per DoD CMMC program documentation. CMMC certification
backlog and C3PAO assessor counts are provisional, pending source confirmation.

Book a working session

Questions? Contact your Cyflare partner manager or reach us at sales@cyflare.com.

cyflare.com

mailto:sales@cyflare.com
https://cyflare.com/

