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OVERVIEW

The cyber threat facing
SMBs has never been greater

Small and medium-sized businesses are now the primary target of cybercriminals, not an
afterthought. From ransomware and phishing to cloud misconfigurations and identity theft,
the attack surface is expanding while most SMBs remain underprepared.

This report distills the trends defining the SMB threat landscape and attributes every
statistic to a numbered source. Each figure is drawn from research published in 2025 or
2026, so the picture reflects the threat environment as it stands today, not a recycled
headline. The full source list and a note on figures we deliberately excluded appear on the
final page.

61% 88% $3.31M

Average breach cost

Breached last year Ransomware involved

of small businesses of small business breaches for businesses with fewer
experienced a cyberattack involve ransomware as a than 500 employees

or breach in the past year component

95%: 65% Q4%
(o) (o) (o)
Human element No MFA in place Now in the cloud
of breaches involve a human

factor such as error or social
engineering

of SMBs still do not use of organizations host data or
multi-factor authentication infrastructure in the cloud
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01 top ATTACK VECTORS

SMB EDITION, JUNE 2026

Vulnerabilities and phishing: the top attack vectors

Vulnerabilities overtook
credentials as the top entry point®

Exploitation of unpatched vulnerabilities is now
the leading way attackers get in, at 31% of
breaches, up from 20% the year before.
Credential-based attacks slipped to 13% as an
initial vector, but credential abuse still touches
more breaches than any other single factor,
39%, once you count every stage of an attack,
not just the first move.

33.8%’ 95%’

of SMB breaches Human element
attributed to phishing of breaches involve a
attacks human factor

02 DOMINANT INCIDENT TYPE

Ransomware: still dominating SMB incidents

Q6%
(o]
of ransomware victims (where organization

size is known) were small or medium-sized
businesses

Triple extortion SMBs are prime targets

Groups now combine Smaller firms recover slowly,
encryption, data theft, and making them attractive to
extortion to multiply pressure operators seeking fast payouts.

on victims.
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Phishing still leads against SMBs”

Phishing accounts for 33.8% of SMB breaches,
and the human element drives roughly 95% of

breaches overall.

» Al-generated phishing and deepfake scams are

harder to detect.

Limited security training leaves SMBs
disproportionately exposed.

31%’
Leading initial vector

vulnerability
exploitation, up from
20%

48%

39%’
Credential abuse

most pervasive factor,
full attack chain

of all confirmed breaches overall involve

ransomware

Lower barrier to entry

Ransomware-as-a-Service
enables more frequent, more
sophisticated attacks.
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03 WHO ATTACKERS HIT

SMBs: a persistently targeted group

Why SMBs are targeted

55%2 Limited IT budgets, a lack of dedicated security staff,
and outdated systems make SMBs easier targets than
of SMB breaches involve a third party: a

) large enterprises, yet they still hold valuable data.
vendor, partner, or supply-chain

relationship The cost of inaction
The average breach now costs $3.31 million for
organizations with fewer than 500 employees,’ and
61 o/1 downtime alone runs near $53,000 per hour.® For
° most SMBs, a single serious incident is an existential
reported a cyber breach within the past financial event.
year

04 RAISING THE BAR

Cyber insurance and compliance
are reshaping security

Insurance is driving decisions® Third-party risk is expanding

Insurers increasingly require MFA, EDR, Larger enterprises require vendors to
vulnerability management, incident response demonstrate security maturity through

plans, and backup validation before issuing questionnaires, cyber insurance, compliance

or renewing coverage. SMBs that lack these frameworks, and documented controls. SMBs in
controls may face higher premiums or denial supply chains face growing pressure to comply.

of coverage.

MFA EDR IR Plan
Now required by most cyber Endpoint detection Incident response plan
insurers increasingly mandated required for coverage
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05 READINESS GAPS

The talent gap and the MFA adoption problem

SMB EDITION, JUNE 2026

34% 92% 65%’

Have an IR plan Untrained staff MFA not in use

of small businesses have a rely on untrained internal of SMBs still do not use
formal incident response staff or the owner for multi-factor authentication
plan cybersecurity

The talent shortage is accelerating demand for managed security providers who deliver

enterprise-grade protection at SMB-friendly cost. MFA remains the single highest-impact,
lowest-cost control available, yet roughly two thirds of SMBs have still not turned it on.

06 EXPANDING SURFACE

Cloud adoption is expanding the attack surface

94%

(o]

of organizations now host data or
infrastructure in the cloud

79%

o

of cloud-data companies have had at least
one cloud breach since 2020
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Misconfigurations lead the causes”

Misconfigured storage, identities, and access policies
remain among the most common root causes of cloud
breaches. As SMBs adopt cloud tools quickly,
security configurations often lag behind.

Every new app is a door

Each new cloud application is a potential entry point if
it is not secured with strong access controls,
monitoring, and patching. Security must keep pace
with adoption.
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WHAT TO DO ABOUT IT

Recommended actions, mapped to Cyflare services

Each recommendation closes a specific gap identified above, and each maps to a managed Cyflare service
so the work is operated for you, not just advised.

01

02

03

04

05

Enforce MFA and shut down identity attacks

Require MFA on every account, then let Managed Extended Detection and Response watch identity
and cloud logins for MFA bypass and session hijacking. Closes the 65% MFA gap.

Deploy EDR and validate your backups

Meet insurer requirements with managed endpoint detection and validated, tested backups. mEDR
contains ransomware before it spreads and restores fast when an endpoint is hit.

Stop phishing before it reaches the inbox

Phishing drives 33.8% of SMB breaches. Managed Email Security filters Al-generated phishing and
impersonation before employees ever see it, reducing reliance on perfect human judgment.

VSS

Find and fix exposure before attackers do

Vulnerability Scanning Services surface cloud misconfigurations, weak access controls, and
unpatched systems on a schedule, closing the leading source of cloud breaches.

CSS Cyflare ONE

Build IR readiness and 24/7 coverage

Cybersecurity Services build and test your incident response plan, while Cyflare ONE converges
every signal into one view with 24/7 monitoring. The talent gap stops being your exposure.

The threat landscape is evolving faster than most SMBs can
manage alone. Proactive, managed security is no longer
optional, it is a business imperative.

@CYFLARE Converge your security into one signal. Talk to Cyflare.
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Sources and methodology

-

Every figure in this report is drawn from research published in 2025 or 2026. Where a statistic is
restated across multiple recent roundups, we cite the most direct published source. We deliberately
excluded two figures that circulate widely in SMB security marketing but fail that bar: the claim that
43% of attacks target small businesses (a 2019 baseline), and the claim that 60% of breached SMBs
close within six months (in circulation since roughly 2011 and formally disowned by the National
Cybersecurity Alliance in 2022). Both were replaced with current, attributable data.

. PreVeil, The Top Cybersecurity Stats to Know in 2026 (2026). SMB breach rate in the past year; SMBs

targeted at higher rates than larger firms. preveil.com/blog/cybersecurity-statistics

. Verizon, 2026 Data Breach Investigations Report (2026). Ransomware in 48% of all confirmed breaches; 96%

of ransomware victims (where size is known) were SMBs; exploitation of vulnerabilities the leading initial
access vector at 31% (up from 20%); credential abuse the most pervasive factor across the full attack chain
at 39%; 55% of SMB breaches involve a third party.

. Spacelift, 60 Small Business Cybersecurity Statistics to Know in 2026 (2026). Human element in roughly 95%

of breaches; only 34% of SMBs have a formal incident response plan; approximately 65% of SMBs do not use
MFA; insurer control requirements. spacelift.io/blog/small-business-cybersecurity-statistics

. StrongDM, Small Business Cybersecurity Statistics (2026). Cloud misconfiguration and weak access

controls as a leading breach cause; supporting SMB attack data. strongdm.com/blog/small-business-cyber-
security-statistics

. Total Assure, Cyber Attacks on Small Businesses Statistics 2026 (2026). Phishing accounts for 33.8% of SMB

breaches. totalassure.com/blog/cyber-attacks-on-small-businesses-statistics

. Guardz, 2025 SMB Cybersecurity Report (December 2025). 52% of SMBs rely on untrained internal staff or

the business owner to manage cybersecurity.

. IBM, Cost of a Data Breach Report 2025 (2025), as reported in 2026 SMB analyses. Average breach cost of

$3.31 million for businesses with fewer than 500 employees.

. NinjaOne, SMB Cybersecurity Statistics for 2026 (2026). Approximately 94% of organizations host data in the

cloud; 79% of cloud-data companies have had at least one cloud breach since 2020; downtime cost near
$53,000 per hour (VikingCloud). ninjaone.com/blog/smb-cybersecurity-statistics

. Verizon, 2025 Data Breach Investigations Report (2025). Ransomware present in 88% of small business

breaches; figure retained from the 2025 report and not refreshed in the 2026 edition.

Prepared by Cyflare. Figures reflect third-party research current as of June 2026 and are provided for general informational

purposes. Where survey methodologies differ, the most recent direct source is cited.
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