
CyFlare ONE transforms how cybersecurity teams operate. With integrated dashboards for threat detection,
response workflows, compliance reporting, and SOC collaboration, it reduces noise and accelerates action.
Built to simplify complexity, it helps teams focus on what matters — outcomes.

Dashboard

Visibility in Action: ONE Dashboards Guide
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Ticket Trends by Criticality

 

Track ticket volume, mean time to detect, and true positive rate to measure performance and drive
accountability.

Analyze ticket patterns by severity, monitor peaks in critical incidents, and uncover trends that help
you optimize SOC efficiency and threat response.

Daily SOC Metrics Dashboard
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CyFlare Advisories

 

Events Distillation Pipeline

Access the latest advisories on maintenance, upgrades, and incident resolution to ensure full situational
awareness across your security environment.

Analytics | Security Operations Center

Visualizes how alerts are filtered and refined through each stage of analysis, highlighting the reduction of
noise and focus on only the most critical security events.

05 This dashboard shows how consistently CyFlare is hitting agreed timelines for resolving SOAR cases and
escalated tickets, so you can stay confident in service performance and accountability.

SLA Adherence



06 Highlights the percentage decrease in overall event volume, reflecting improved threat filtering and
greater operational efficiency.

Event Reduction

07 Compares total event volume to the number of escalations over time, illustrating how effective analysis
and automation reduce the need for manual intervention.

Events vs. Escalations
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Mean Time to Disposition (MTTD): Measures how long it takes for alerts to be analyzed and
categorized, reflecting the speed and efficiency of initial triage and threat validation.
Mean Time to Resolve (MTTR): Shows how quickly confirmed issues are remediated, providing
visibility into response performance and overall incident management effectiveness.

Disposition Stats: Key metrics for Manual Handling, ADR Processing, and SLA Violations 



◦

◦
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Top 10 MTTD Detections: Mean Time to Detect by Detection Type

Highlights the detection types with the longest average time to identify, helping pinpoint areas where
visibility or detection tuning can further improve response readiness.
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Ticket Dispositions: Distribution of Ticket
Resolution Types

Displays the distribution of ticket outcomes to show
how alerts are classified, handled, and resolved,
offering visibility into workflow efficiency and
response trends.
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Ticket Closure Outcomes

11
Customer Dispositions: Distribution of customer resolution types

Shows how customers classify and close alerts, providing insight into validation accuracy, tuning
opportunities, and overall detection relevance.

*FP = False Positive | TP = True Positive

Shows how escalated tickets are classified at closure, tracking the balance of true positives, false positives,
and unknowns to evaluate detection accuracy and investigation quality.
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ADR vs. Manual

volume—enabling faster prioritization for investigation, isolation, or remediation.

13
Ticket Category Performance

Compares resolution time and volume across tuning and non-tuning tickets, helping identify where
operational adjustments or configuration updates may impact efficiency.

Shows the proportion of automated versus manually handled responses, illustrating the level of 
automation driving faster, more consistent threat remediation.
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Top Detections

Identifies the most frequently observed detection types, providing insight into recurring threat
patterns and areas that may benefit from additional controls or tuning.
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Geographic Distribution

volume—enabling faster prioritization for investigation, isolation, or remediation.
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Top 5 Suspect Users and Assets

Highlights the users and systems most frequently linked to security alerts, helping identify potential insider
risks, compromised accounts, or vulnerable devices.

Maps the global source and destination of security events, providing visibility into where threats originate
and where potential impacts are targeted.



¹ Dashboards displayed are for Managed EDR Subscribers only. To learn more about CyFlare's Managed EDR offering, schedule a free demo today.

Analytics | Endpoint Detection and Response1
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Endpoint Detection and Response (EDR) Analytics Head Up-Display (HUD)

This dashboard provides a high-level view of open threats, reboot-required endpoints, outdated agents,
and overall deployment status — helping you quickly spot gaps, take action, and maintain EDR readiness
across your environment.
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EDR Agent Connection Status and Detected Threat Status

Agent Connection Status:  See how many endpoints are connected, connecting, disconnecting, or
fully offline — helping you monitor agent health and connectivity issues in real time. 
Detected Threat Status: Understand the status of threats detected on endpoints — whether
they’ve been mitigated, marked as benign, or remain unresolved — so you can prioritize
remediation and reduce exposure.



◦

 Dashboards displayed are for Vulnerability Scanning Services (VSS) only. To learn more about CyFlare's VSS offering, schedule a free demo today.2

Analytics | Vulnerability Scanning Services2

20

Average Active Vulnerabilities and Critical Vulnerability Aging

Average Active Vulnerabilities: View the total number of active vulnerabilities, categorized by those
with available patches and those without. Offers visibility into remediation opportunities versus
unpatchable risks that may require compensating controls.
Critical Vulnerability Aging: Track how long critical vulnerabilities (CVSS ≥ 9.0) remain open,
segmented by age buckets. Highlights patchable issues that linger, giving teams a clear view of where
urgent action is overdue.

Identify vulnerabilities that recur week over week and resist patching. This view spotlights stubborn CVEs
and asset associations, so teams can focus remediation e orts where they’re repeatedly exposed.

Problem Child Patches
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Detections Disposition
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Measure overall vulnerability management health with average coverage, compliance rates, and mean
time to mitigate. Provides a high-level snapshot of how effectively detected issues are being addressed
and how performance changes over time.

Coverage, Compliance, and Mean Time to Mitigate (MTTM) Overview
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Compare detected vulnerabilities to those successfully mitigated over time. This chart shows
whether patching is keeping pace with discovery, helping teams gauge operational effectiveness and
backlog risk.

Detected vs. Mitigated Vulnerabilities
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Break down vulnerabilities across workstations, servers, and unknown device types. This dashboard helps
teams understand exposure distribution and direct remediation to the most affected environments.24
Vulnerabilities by Device Type

This chart shows the average time to mitigate critical and high-severity vulnerabilities—helping you track
remediation speed and spot trends in response performance.25
Critical and High Severity MTTM Analysis

Take a Guided Tour of CyFlare ONE REV04_1025


