
VSS Offering Comparison

Feature / Benefit VSS Lite VSS Enhanced
Vulnerability Scanning Strategy Development  

Internal Scanning   (agent-based only)

External Scanning 

Continuous Scanning and Health Checks 

Risk-Based Prioritization   (advanced)

Vulnerability Reporting and Scheduling   (API-enabled)

24/7 SOC Monitoring of Critical Vulnerabilities 

Automated Ticketing and SOAR Workflows 

Automated Patching Limited OS Only OS + 3rd-party Applications

Patchless Protection 

Data Sensitivity Scanning 

mXDR Integration  (ingest + correlation if applicable)  (ingest + correlation if applicable)

GRC Assessment (Q&A Based)
✓ (supports Copilot, CIS Controls, HIPAA, PCI, 
NIST CSF 2.0, Essential 8, UK Cyber Essentials, 

CyberSecure Canada)



VSS Offering Comparison 

Feature / Benefit VSS Lite VSS Enhanced

Core Coverage Basic scanning and reporting Advanced scanning with continuous monitoring

Analysis Identifies common vulnerabilities Detects zero-days, misconfigurations, and advanced risks

Remediation Manual reporting for customer-led fix Automated patching, patchless protection, config scripts, and SOAR 
workflows

Monitoring None 24/7 SOC oversight of critical vulnerabilities

Best For Teams wanting baseline visibility Organizations needing proactive vulnerability management and 
automation
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